How to configure Connect-IT connection with SMAX

= Connect-IT requires the SMAX certificate to be put in the local truststore
of the JRA which is being used by CIT application.

Follow the steps to export and import the SMAX cert into JKS:
1. Export the SMAX certificate

a. In SMAX master server, run the following command:
openssl s_client -connect https://ult01vm0217.swinfra.net:443

[root@u1t01umﬁzl’ -1# openssl s_client -connect https://ult0lvmd217.swinfra.net:443
_ : -connect argument or ta rget parameter malformed or ambiguous
[root@ultelwvme217 ~1# openssl s_client -connect ultBlvm@217.swinfra.net:443

u]t@l\ 0217 .swinfra.net
):unable to get local issuer certificate
verify return:1
depth= ultelvme217.swinfra.net
verify error:num=21:unable to verify the first certificate
verify return:1

ertificate chain

on ultBlvm@217.swinfra.net
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sub]ect = ultelvmp217.swinfra.net

uer=CN = MF CDF RE CA on ult81lvm@217.swinfra.net
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b. Save the content of the certificate into a .cert file

cit_certificate.cert Properties

General  Security  Detail:  Previous Versions

| | | cit_certificate, cert

Typeof file: CERT File [Lzert)

Openz with: |+ Pick an app Change.

Locatian: Ch

c. Move the file into the CIT server

Import the certificate

a. Look for the keytool.exe application on the JRE installation location:

» This PC » Local Disk (C) » Prograrn Files (<86) » lawa » jdk1.8.0.261 » bin

% % % %

Marme " Date modified

(8] jrunscript.exe TR0 2255 PM
[ jsadebugd.exe TFTF2020 2:55 P
jstack.exe AFTF2020 2:55 PM
(] jstat.exe 742742020 2:55 PM
|statd, exe TFAT2020 2:55 P
|#°] juisualorm, exe TR0 2255 PM
kewtool.exe TFRT2020 2:55 PR

[85] kinit.exe FATFA020 2:55 PM

Type
Appli
Sppli
Sppli
Apnpli
Sppli
Appli
Appli
Lppli



b. Run the following command using the keytool

keytool -importcert -file C:\cit_certificate.cert -keystore keystore.jks -storepass changeit

BN Administratar ChindowsiSystem324cmd.exe

1: ObjectId: 1
uthorityInfodcce

yes
o keystore

C:%Program Files (x86)%Jawva'jd

c. Onthe path configured on the parameter the JKS file will be created, if not
specified will be on the same keytool directory

3. Configure CIT connector to use the newly created JKS file

Specify the server information

Server httpg: AAUlt0T w021 7. swinfra.net: 443 TENANTID =324657335

"% ‘Wizard: 'Configure the connectar',

SSL configuration
v Llze an 551 connection (R ecommended)

Specify the 551 configuration

CA certificates file [truststone] C:\UsersvadministratorDesktophkepstore. ks (il

’ ¥
""!l Truststore password [
\
Truststaore tupe JES =
Certificates and clisnt kevs file (kepstare) !

F.epstone pazsword

L\'\‘% Feystone bype &




Finally, open the connector to verify the connection works correctly.

Q Management as a Service
1 https: fut0d vmD21 7 swinfra....

1

] Detail of the connector 'Managemert as & Service' (view 'Global’)

m Scenario zearch Patches list ‘-"i\\, Connect-It log m Diocument log Document types

| Mezzage
- 0 Opening connector 'Managerment az a Service [httpsz A ulk0T w21 7 swinfra.net 4437 TEMNAMNTID =824637382] ...
o Handle theze data tupes 'ENTITY_LIME', 'COMPLE®_TYPE' azs string type.
0 Loading document type extenzion file 'C:A\Micro FocushConnect-t 9.80 en\confighzharedhdefault.cfg'...
0 Checking coherency of connector document bopes, .
0' The 'Management az a Service [https A ult0N vm021 7. swinfra.net 4437 TENANTID=824637383) connector haz been opened.



Want to learn more?

https://docs.microfocus.com/itom/SMAX:2020.02/IntegrateCIT

Type here a final question about your topic?
What debug can be enabled in case of a failure connection?

R/ You can enable Java debug on the JVM embedded CIT console.

i3 Configure the Yirtual Java Machine = O >

Clazzpath; ﬂ

Options |-Djavas.net.debug=szl-Djavax net. debug=all ﬂ el

~=

[ Enable Debug mode

v Specify the JRE to uze
= JRE zaved in the Registry

1.8.0 261

€™ Path for the JNI dynamic library of the JRE
JRE root directony [JavaHame]

| d

JHI dynamic librany of the JRE

k. Cancel |




